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INTRO

“What are you talking about? Everybody wants data privacy as fast as possible!”

But some are struggling to get it right… And this is just the ones who tried to use their data. Many 
other organisations would like to use their data (for good) but do not know what they can do, should 
do or which technologies are the right ones to use. Instead they are either locking down their data 
or rely on laborious manual access controls and human monitoring which is slowing down 
innovation.



INTRO

“What are you talking about? Everybody wants data privacy as fast as possible!”

Despite the current push for stronger privacy regulations and an increased awareness amongst 
customers for data privacy, many organisations are slower to adopt PETs than one would expect 
given the current push for stronger privacy regulations. Why?

PETs



“What are the hard questions that need solving for PETs to 
become easier to adopt?”

PART I



MOTIVATION

“But academia already offers solutions such as Differential Privacy.”

Industry need
Safely release aggregate statistics

Privacy-enhancing technology
Differential Privacy
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 Pupil Numbers (Tables 1a-e) 
There are a total of 8.67 million pupils in all schools in England. This is an increase of just under 110,000 
pupils, or 1.3%, since 2016. The total number of pupils has grown every year since 2009 and there are now 
577,000 more pupils in schools than at that point. 
 
The number of pupils in state funded primary schools rose – as it has since 2009 – although at a slower rate 
than in recent years. There are 74,500 more pupils than in 2016, and 179,500 more since the 2015 census. 
 
The number of pupils in state funded secondary schools rose for the third year in a row. As the increased 
number of primary pupils since 2010 start to move into secondary schools, we expect to see the number of 
secondary pupils continue to increase in the coming years.  
 
 
Table A: School population: primary, secondary and all pupils: 
Schools in England, 2006-2017 
Year State funded 

primary schools 
State funded 
secondary 
schools 

All schools types 
(including independent 
schools) 

2006 4,150,595 3,347,500 8,231,055 
2007 4,110,750 3,325,625 8,167,715 
2008 4,090,400 3,294,575 8,121,955 
2009 4,077,350 3,278,130 8,092,280 
2010 4,096,580 3,278,485 8,098,360 
2011 4,137,755 3,262,635 8,123,865 
2012 4,217,000 3,234,875 8,178,200 
2013 4,309,580 3,210,120 8,249,810 
2014 4,416,710 3,181,360 8,331,385 
2015 4,510,310 3,184,730 8,438,145 
2016 4,615,170 3,193,420 8,559,540 
2017 4,689,660 3,223,090 8,669,085 

Source: school census 

 

 School Numbers (Tables 2a-2f) 

Between January 2016 and January 2017 there was a net increase of 8 state funded primary schools and 7 
state funded secondary schools. However, the total number of schools has decreased by 7 to 24,281 
because there has been a decline in the number of nursery schools (4 fewer than in 2016), special schools 
(2 fewer), pupil referral units (2 fewer) and independent schools (14 fewer). 

The decline in the number of schools overall, coupled with the increase in pupil numbers, means schools 
are on average larger. At primary level the average state-funded school now has 279 pupils on its roll, up 
from 275 pupils in January 2016. While there was a slight fall in the total number of primary pupils between 
2006 and 2009, the average size of primary schools has not decreased in any year since 2006, when it was 
237 pupils. Since 2009, the average size of primary schools has increased by 40 pupils, the equivalent of 
more than one extra class per school.  

Schools which teach both primary and secondary year groups are growing in number. In January 2016 
there were 141 such schools, but this figure has increased to 150 state-funded schools in January 2017. 

Source: Founders4Schools, LinkedIn Salary, SFR28/2017 Source: Dwork and Roth, 2014



DIFFERENTIAL
PRIVACY

How to protect against privacy risks in aggregate statistics 

• Enable to bound the information leakage about individuals
• Allows inference about groups

Vote COUNT ! NOISY COUNT ! + #
50% 73% 50% 52.5% 50% 50.2%

Remain 961 962 896 2107

Leave 446 440 447 348



MOTIVATION

“But academia already offers solutions such as Differential Privacy.”

Industry need (for real)
Safely release aggregate statistics multiple 
times about several related entities where 
data is aggregated from a relational 
database with high accuracy

Privacy-enhancing technology
Differential Privacy

Source: SFR28/2017, Johnson et al. 2017 Source: Joseph et al. 2018, Johnson et al. 2017, Balle and Wang 
2018, McSherry 2010

analysis. The server collects the perturbed vectors, averages them, and produces a data structure
encoding some interesting statistical information about the users as a whole. Thus many algorithms
can be implemented using just the simple primitive of estimating the average of bits.

We analyze our algorithm in the following probabilistic model. Time proceeds in rounds r =

1, . . . ,R, and in each round, each user i ∈ [n] receives a private bit xri sampled independently from
Ber(µr). Thus, the private data for each user i consists of the vector xi = (x1i , . . . , xRi ). Informally,
our goal is to estimate the unknown means µr. We require tha the estimate be private, and ask
for the strong (and widely known) notion of local differential privacy—for every user i, no matter
how the other users or the server behave, the distribution of the messages sent by user i should not
depend significantly on the private data of user i.

Since there is strong evidence that there is no locally differentially private algorithm to estimate
the mean µr for every time r, we consider a slightly relaxed estimation guarantee. Specifically, we
break the R rounds into T = R/ℓ epochs E1, . . . ,ET of length ℓ. We define the epoch-mean to be
pt = 1

ℓ ∑r∈Et µr, and at the end of each epoch t, our algorithm will output an estimate of pt. Thus,
any sufficiently large changes to µ will be identified after the current epoch completes, thereby
introducing a small delay. Moreover, we introduce a parameter k that describes the number of
rounds r in which the mean changes (i.e. µr ≠ µr−1).

Our main result is an algorithm that takes data generated according to our model, guarantees
a fixed level of local privacy ε that does not grow with the number of rounds, and guarantees that
the estimates released at the end of each epoch are accurate up to error that scales linearly with
the number of changes k, but only polylogarithmically with the total number of rounds R. Our
method improves over the näıve solution of simply recomputing the statistic every epoch – which
would lead to either privacy parameter or error that scales linearly with the number of epochs – and
offers a quantifiable way to reason about the interaction of collection times, reporting frequency,
and accuracy. We note that one can alternatively phrase our algorithm so as to have a fixed error
guarantee, and a privacy cost that scales dynamically with the number of times the distribution
changes. 2 We also remark that, although our guarantees are stated in terms of an upper bound
on the number of times the distribution changes at all, our protocol is (inherently) oblivious to tiny
changes in the underlying distribution, so sufficiently small changes effectively do not count against
the upper bound.

Theorem 1.1 (Protocol for Bernoulli Means, Informal Version of Theorem 4.3). In the above
model, there is an ε-differentially private local protocol that achieves the following guarantee: with
probability at least 1 − δ the protocol outputs estimates p̃t such that

∀t = 1, . . . , T ∣pt − p̃t∣ = O⎛⎝
√

1

ℓ
+ k2

ε2n
⋅ log

3

2 (nT
δ
)⎞⎠

where k is the number of times pt changes, ℓ is the epoch length, T is the number of epochs, and n

is the number of users. Note that if ℓ ≳ ε2n
k2

then the error is ≲ k
ϵ
√
n

The upper bound on the error in Theorem 1.1 has been simplified for readability and the
actual polylogarithmic factors can be significantly smaller in some parameter regimes. We also
emphasize that our algorithm satisfies ε-differential privacy for all inputs without a distributional
assumptions—only accuracy relies on distributional assumptions.

2We can achieve a dynamic, data-dependent privacy guarantee using the notion of ex-post differential privacy [19],
for example by using a so-called privacy odometer [21].
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Local Differential Privacy for Evolving Data

Matthew Joseph∗ Aaron Roth† Jonathan Ullman‡ Bo Waggoner§

February 21, 2018

Abstract

There are now several large scale deployments of differential privacy used to track statistical
information about users. However, these systems periodically recollect the data and recompute
the statistics using algorithms designed for a single use and as a result do not provide meaningful
privacy guarantees over long time scales. Moreover, existing techniques to mitigate this effect
do not apply in the “local” model of differential privacy that these systems use.

In this paper, we introduce a new local differential privacy technique to maintain persistently
up-to-date statistics over time, with privacy guarantees scaling only with the number of changes
in the underlying distribution rather than the number of collection periods. The key ideas
include batching time into epochs—varying the epoch size allows us to trade off accuracy against
frequency of updates—and a protocol for users to “vote” to update out-of-date statistics while
losing very little privacy. We prove our main results for the setting where users hold a single
bit, redrawn at every time period, from a common (but changing) distribution; however, our
framework is quite general and we give an application to frequency and heavy-hitter estimation.

1 Introduction

After over a decade of research [12], differential privacy is moving from theory to practice, with
notable deployments by Google [15, 6], Apple [2], Microsoft [10], and the U.S. Census Bureau [1].
These deployments have revealed gaps between existing theory and the needs of practitioners. For
example, the bulk of the differential privacy literature has focused on the so-called central model,
in which user data is collected by a trusted aggregator who performs and publishes the results of
a differentially private computation [11]. However, Google, Apple, and Microsoft have chosen to
operate instead in the local model [15, 6, 2, 10], in which users individually randomize their data
on their own devices and send it to a potentially untrusted aggregator for analysis [18]. In addition,
the academic literature has largely focused on algorithms for performing one-time computations,
like computing many statistical quantities [7, 22, 16] or training a classifier [18, 9, 4]. Industrial

∗Department of Computer and Information Science, University of Pennsylvania. majos@cis.upenn.edu. Sup-
ported in part by a grant from the DARPA Brandeis project.

†Department of Computer and Information Science, University of Pennsylvania. aaroth@cis.upenn.edu. Sup-
ported in part by grants from the DARPA Brandeis project, the Sloan Foundation, and NSF grants CNS-1513694
and CNS-1253345.

‡College of Computer and Information Science, Northeastern University. jullman@ccs.neu.edu. Supported in
part by NSF grants CCF-1718088 and CCF-1750640.

§Department of Computer and Information Science, University of Pennsylvania. bowaggoner@gmail.com. Sup-
ported in part by the Warren Center for Network and Data Sciences.
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i. The distance between two databases x, y 2 Dn is d(x, y) =
|{i|xi 6= yi}|. Two databases x, y are neighbors if d(x, y) = 1.

Definition 1 (Differential privacy). A randomized mechanism K :
Dn ! Rd preserves (✏, �)-differential privacy if for any pair of
databases x, y 2 Dn such that d(x, y) = 1, and for all sets S of
possible outputs:

Pr[K(x) 2 S]  e✏Pr[K(y) 2 S] + �

Intuitively, the sensitivity of a query corresponds to the amount
its results can change when the database changes. One measure of
sensitivity is global sensitivity, which is the maximum difference
in the query’s result on any two neighboring databases.

Definition 2 (Global Sensitivity). For f : Dn ! Rd and all x, y 2
Dn, the global sensitivity of f is

GSf = max
x,y:d(x,y)=1

||f(x)� f(y)||

McSherry [40] defines the notion of stable transformations on a
database, which we will use later. Intuitively, a transformation is
stable if its privacy implications can be bounded.

Definition 3 (Global Stability). A transformation T : Dn ! Dn

is c-stable if for x, y 2 Dn such that d(x, y) = 1, d(T (x), T (y)) 
c.

Another definition of sensitivity is local sensitivity [22,44], which
is the maximum difference between the query’s results on the true
database and any neighbor of it:

Definition 4 (Local Sensitivity). For f : Dn ! Rd and x 2 Dn,
the local sensitivity of f at x is

LSf (x) = max
y:d(x,y)=1

||f(x)� f(y)||

Local sensitivity is often much lower than global sensitivity since
it is a property of the single true database rather than the set of all
possible databases.

We extend the notion of stability to the case of local sensitivity
by fixing x to be the true database.

Definition 5 (Local Stability). A transformation T : Dn ! Dn

is locally c-stable for true database x if for y 2 Dn such that
d(x, y) = 1, d(T (x), T (y))  c.

Differential privacy for multi-table databases. In this paper we
consider bounded differential privacy [36], in which x can be ob-
tained from its neighbor y by changing (but not adding or remov-
ing) a single tuple. Our setting involves a database represented as a
multiset of tuples, and we wish to protect the presence or absence
of a single tuple. If tuples are drawn from the domain D and the
database contains n tuples, the setting can be represented as a vec-
tor x 2 Dn, in which xi = v if row i in the database contains the
tuple v.

For queries without joins, a database x 2 Dn is considered as
a single table. However, our setting considers database with mul-
tiple tables and queries with joins. We map this setting into the
traditional definition of differential privacy by considering m ta-
bles t1, ..., tm as disjoint subsets of a single database x 2 Dn, so
that

Sm
i=1 ti = x.

With this mapping, differential privacy offers the same protec-
tion as in the single-table case: it protects the presence or absence
of any single tuple in the database. When a single user contributes
more than one protected tuple, however, protecting individual tu-
ples may not be sufficient to provide privacy. Note that this caveat

applies equally to the single- and multi-table cases—it is not a
unique problem of multi-table differential privacy.

We maintain the same definition of neighboring databases as the
single-table case. Neighbors of x 2 Dn can be obtained by se-
lecting a table ti 2 x and changing a single tuple, equivalent to
changing a single tuple in a single-table database.
Smoothing functions. Because local sensitivity is based on the
true database, it must be used carefully to avoid leaking informa-
tion about the data. Prior work [22, 44] describes techniques for
using local sensitivity to enforce differential privacy. Henceforth
we use the term smoothing functions to refer to these techniques.
Smoothing functions are independent of the method used to com-
pute local sensitivity, but generally require that local sensitivity can
be computed an arbitrary distance k from the true database (i.e.
when at most k entries are changed).

Definition 6 (Local Sensitivity at Distance). The local sensitivity
of f at distance k from database x is:

A(k)
f (x) = max

y2Dn:d(x,y)k
LSf (y)

3.3 Definition of Elastic Sensitivity
We define the elastic sensitivity of a query recursively on the

query’s structure. To allow the use of smoothing functions, our
definition describes how to calculate elastic sensitivity at arbitrary
distance k from the true database (under this definition, the local
sensitivity of the query is defined at k = 0).

Figure 1 contains the complete definition, which is in four parts:
(a) Core relational algebra, (b) Definition of Elastic sensitivity, (c)
Max frequency at distance k, and (d) Ancestors of a relation. We
describe each part next.
Core relational algebra. We present the formal definition of elas-
tic sensitivity in terms of a subset of the standard relational algebra,
defined in Figure 1(a). This subset includes selection (�), projec-
tion (⇡), join (./), counting (Count), and counting with grouping
(CountG1..Gn ). It admits arbitrary equijoins, including self joins,
and all join relationships (one-to-one, one-to-many, and many-to-
many).

To simplify the presentation our notation assumes the query per-
forms a count as the outermost operation, however the approach
naturally extends to aggregations nested anywhere in the query
as long as the query does not perform arithmetic or other modi-
fications to aggregation result. For example, the following query
counts the total number of trips and projects the “count” attribute:

⇡countCount(trips)

Our approach can support this query by treating the inner relation
as the query root.
Elastic sensitivity. Figure 1(b) contains the recursive definition of
elastic sensitivity at distance k. We denote the elastic sensitivity of
query q at distance k from the true database x as Ŝ(k)(q, x). The
Ŝ function is defined in terms of the elastic stability of relational
transformations (denoted ŜR).
Ŝ(k)
R (r, x) bounds the local stability (Definition 5) of relation r at

distance k from the true database x. Ŝ(k)
R (r, x) is defined in terms

of mfk(a, r, x), the maximum frequency of attribute a in relation r
at distance k from database x.
Max frequency at distance k. The maximum frequency metric
is used to bound the sensitivity of joins. We define the maximum
frequency mf(a, r, x) as the frequency of the most frequent value of
attribute a in relation r in the database instance x. In Section 4 we
describe how the values of mf can be obtained from the database.
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ABSTRACT
Differential privacy promises to enable general data analytics while
protecting individual privacy, but existing differential privacy mech-
anisms do not support the wide variety of features and databases
used in real-world SQL-based analytics systems.

This paper presents the first practical approach for differential
privacy of SQL queries. Using 8.1 million real-world queries, we
conduct an empirical study to determine the requirements for prac-
tical differential privacy, and discuss limitations of previous ap-
proaches in light of these requirements. To meet these requirements
we propose elastic sensitivity, a novel method for approximating
the local sensitivity of queries with general equijoins. We prove
that elastic sensitivity is an upper bound on local sensitivity and
can therefore be used to enforce differential privacy using any local
sensitivity-based mechanism.

We build FLEX, a practical end-to-end system to enforce differ-
ential privacy for SQL queries using elastic sensitivity. We demon-
strate that FLEX is compatible with any existing database, can en-
force differential privacy for real-world SQL queries, and incurs
negligible (0.03%) performance overhead.

1. INTRODUCTION
As organizations increasingly collect sensitive information about

individuals, these organizations are ethically and legally obligated
to safeguard against privacy leaks. Data analysts within these orga-
nizations, however, have come to depend on unrestricted access to
data for maximum productivity. This access is frequently provided
in the form of a relational database that supports SQL queries. Cur-
rent approaches for data security and privacy cannot guarantee pri-
vacy for individuals while providing general-purpose access for the
analyst.

As demonstrated by recent insider attacks [7,8,10,11], allowing
members of an organization unrestricted access to data is a major
cause of privacy breaches. Access control policies can limit ac-
cess to a particular database, but once an analyst has access, these
policies cannot control how the data is used. Data anonymization
attempts to provide privacy while allowing general-purpose anal-
ysis, but cannot be relied upon, as demonstrated by a number of
re-identification attacks [18, 43, 46, 51].

Differential privacy [20, 23, 25] is a promising technique for ad-
dressing these issues. Differential privacy allows general statisti-
cal analysis of data while protecting data about individuals with a
strong formal guarantee of privacy.

Because of its desirable formal guarantees, differential privacy
has received growing attention from organizations including Google
and Apple. However, research on practical techniques for differen-
tial privacy has focused on special-purpose use cases, such as col-
lecting statistics about web browsing behaviors [27] and keyboard

and emoji use [1], while differential privacy for general-purpose
data analytics remains an open challenge.

Various mechanisms [14, 40–42, 44, 47] provide differential pri-
vacy for some subsets of SQL-like queries but none support the ma-
jority of queries in practice. These mechanisms also require modi-
fications to the database engine, complicating adoption in practice.

Furthermore, although the theoretical aspects of differential pri-
vacy have been studied extensively, little is known about the quan-
titative impact of differential privacy on real-world queries. Recent
work has evaluated differential privacy mechanisms on real-world
data [15,32,33], however this work uses a limited set of queries rep-
resenting a single, special-purpose analytics task such as histogram
analysis [15] or range queries [32]. To the best of our knowledge,
no existing work has explored the design and evaluation of differ-
ential privacy techniques for general, real-world queries.

This paper proposes elastic sensitivity, a novel approach for dif-
ferential privacy of SQL queries. In contrast to existing work,
our approach is compatible with real database systems, supports
queries expressed in standard SQL, and integrates easily into exist-
ing data environments. The work therefore represents a first step
towards practical differential privacy. The approach has recently
been adopted by Uber to enforce differential privacy for internal
data analytics [12].

We developed elastic sensitivity using requirements derived from
a dataset of 8.1 million real-world queries. This paper focuses on
counting queries, which constitute the majority of statistical queries
in this dataset, and discusses extensions to the approach for other
aggregation functions. We have released an open-source tool for
computing elastic sensitivity of SQL queries [4].
Contributions. We make four primary contributions toward prac-
tical differential privacy:
1. We conduct the largest known empirical study of real-world

SQL queries—8.1 million queries in total. From these results
we show that the queries used in prior work to evaluate differ-
ential privacy mechanisms are not representative of real-world
queries. We propose a new set of requirements for practical dif-
ferential privacy on SQL queries based on these results.

2. To meet these requirements, we propose elastic sensitivity, a
sound approximation of local sensitivity [22, 44] that supports
general equijoins and can be calculated efficiently using only
the query itself and a set of precomputed database metrics. We
prove that elastic sensitivity is an upper bound on local sensi-
tivity and can therefore be used to enforce differential privacy
using any local sensitivity-based mechanism.

3. We design and implement FLEX, an end-to-end differential pri-
vacy system for SQL queries based on elastic sensitivity. We
demonstrate that FLEX is compatible with any existing data-
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Improving the Gaussian Mechanism for Di↵erential Privacy:

Analytical Calibration and Optimal Denoising
⇤

Borja Balle†1 and Yu-Xiang Wang2
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Abstract

The Gaussian mechanism is an essential building block used in multitude of di↵erentially
private data analysis algorithms. In this paper we revisit the Gaussian mechanism and show that
the original analysis has several important limitations. Our analysis reveals that the variance
formula for the original mechanism is far from tight in the high privacy regime (" ! 0) and
it cannot be extended to the low privacy regime (" ! 1). We address this limitations by
developing an analytic Gaussian mechanism whose variance is calibrated directly using the
Gaussian cumulative density function instead of a tail bound approximation. We also propose
to equip the Gaussian mechanism with a post-processing step based on adaptive denoising
estimators by leveraging that the variance of the perturbation is known. Our experiments show
that analytical calibration removes at least a third of the variance of the noise compared to the
classical Gaussian mechanism, and that denoising dramatically improves the accuracy of the
Gaussian mechanism in the high-dimensional regime.

1 Introduction

Output perturbation is a cornerstone of mechanism design in di↵erential privacy (DP). Well-known
mechanisms in this class are the Laplace and Gaussian mechanisms Dwork et al. [2006], Dwork and
Roth [2014]. More complex mechanisms are often obtained by composing multiple applications of
these basic output perturbation mechanisms. For example, the Laplace mechanism is the basic
building block of the sparse vector mechanism Dwork et al. [2009], and the Gaussian mechanism is
the building block of private empirical risk minimization algorithms based on stochastic gradient
descent Bassily et al. [2014]. Analysing the privacy of such complex mechanisms turns out to be
a delicate and error-prone task Lyu et al. [2017]. In particular, obtaining tight privacy analyses
leading to optimal utility is one of the main challenges in the design of advanced DP mechanisms.
An alternative to tight a-priori analyses is to equip complex mechanisms with algorithmic noise
calibration and accounting methods. These methods use numerical computations to, e.g. callibrate
perturbations and compute cumulative privacy losses at run time, without relying on hand-crafted
worst-case bounds. For example, recent works have proposed methods to account for the privacy
loss under compositions occurring in complex mechanisms Rogers et al. [2016], Abadi et al. [2016].

⇤To appear at the 35th International Conference on Machine Learning (ICML), 2018
†Corresponding e-mail: pigem@amazon.co.uk
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with f(x) 6= f(x0). This observation shows that in general it is not possible to use this su�cient
condition for (", �)-DP to prove that the Gaussian mechanism achieves (0, �)-DP for any � < 1/2.
In other words, the su�cient condition is not necessary in the regime " ! 0. We conclude that an
alternative analysis is required in order to improve the dependence on " in the Gaussian mechanism.

2.3 Limitations in the Low Privacy Regime

The last question we address in this section is whether the order of magnitude � = ⇥(1/") given by
Theorem 1 for "  1 can be extended to privacy parameters of the form " > 1. We show this is not
the case by providing the following lower bound.

Theorem 4. Let f : X ! Rd
have global L2 sensitivity �. Suppose " > 0 and 0 < � < 1/2 �

e
�3"

/
p
4⇡". If the mechanism M(x) = f(x) +Z with Z ⇠ N (0,�2

I) is (", �)-DP, then � � �/
p
2".

Note that as " ! 1 the upper bound on � in Theorem 4 converges to 1/2. Thus, as " increases
the range of �’s requiring noise of the order ⌦(1/

p
") increases to include all parameters of practical

interest. This shows that the rate � = ⇥(1/") provided by the classical Gaussian mechanism cannot
be extended beyond the interval " 2 (0, 1). Note this provides an interesting contrast with the
Laplace mechanism, which can achieve "-DP with standard deviation ⇥(1/") in the low privacy
regime.

3 The Analytic Gaussian Mechanism

The limitations of the classical Gaussian mechanism described in the previous section suggest
there is room for improvement in the calibration of the variance of a Gaussian perturbation to
the corresponding global L2 sensitivity. Here we present a method for optimal noise calibration
for Gaussian perturbations that we call analytic Gaussian mechanism. To do so we must address
the two sources of slack in the classical analysis: the su�cient condition (2) used to reduce the
analysis to finding an upper bound for P[N (⌘, 2⌘) > "], and the use of a Gaussian tail approximation
to obtain such upper bound. We address the first source of slack by showing that the su�cient
condition in terms of the privacy loss random variable comes from a relaxation of a necessary and
su�cient condition involving two privacy loss random variables. When specialized to the Gaussian
mechanism, this condition involves probabilities about Gaussian random variables, which instead
of approximating by a tail bound we represent explicitly in terms of the CDF of the standard
univariate Gaussian distribution:

�(t) = P[N (0, 1)  t] =
1p
2⇡

Z t

�1
e
�y2/2

dy .

Using this point of view, we introduce a calibration strategy for Gaussian perturbations that requires
solving a simple optimization problem involving �(t). We discuss how to solve this optimization at
the end of this section.

The first step in our analysis is to provide a necessary and su�cient condition for di↵erential
privacy in terms of privacy loss random variables. This is captured by the following result.

Theorem 5. A mechanism M : X ! Y is (", �)-DP if and only if the following holds for every

x ' x
0
:

P[LM,x,x0 � "]� e
"P[LM,x0,x  �"]  � . (3)
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Contact: Email: infrastructure.statistics@education.gov.uk Press office: 020 7783 8300 Public enquiries: 0370 000 2288 

Schools, pupils and their characteristics: 
January 2017 

SFR 28/2017, 29 June 2017 
 

There are 110,000 more pupils in the school system than in January 2016 

 

 

Between January 2016 and January 2017 the 
number of pupils across all school types rose by 
110,000. 

Although most of this increase was still in primary 
schools, with 74,500 more pupils in January 
2017 than in 2016, a greater increase was also 
seen in secondary schools than in recent years. 
Numbers increased 29,700 between 2017 and 
2016 (compared to an 8,700 increase between 
2015 and 2016). In addition there are 4,400 more 
pupils in special schools. 

The proportion of pupils eligible for and claiming free school meals continues to drop. 

 

 

In January 2017, for all schools types, 14.0% of 
pupils were eligible for and claiming free schools 
meals. This is the lowest proportion since 2001, 
when the department began collecting pupil level 
information. 

Entitlement to free school meals is detemined by 
the receipt of income-related benefits. As the 
number of benefit claimants decreases, the 
proportion of pupils eligible for free school meals 
also falls. 

The proportion of infant pupils in large classes has fallen for the second year. 

 

 

5.4% of infant pupils are in classes of more than 
30 pupils. This has decreased for the second 
year and is 0.8 percentage points lower than the 
peak of 2015. However, it remains higher than 
the proportion in 2013 (4.6%). 

Of infants in classes with more than 30 pupils, 
the vast majority (95.7%) are in classes with 31 
or 32 pupils. 
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Privacy Integrated Queries:
An Extensible Platform for Privacy-Preserving Data Analysis
By Frank McSherry

Abstract
Privacy Integrated Queries (PINQ) is an extensible data 
analysis platform designed to provide unconditional privacy 
guarantees for the records of the underlying data sets. PINQ 
provides analysts with access to records through an SQL-
like declarative language (LINQ) amidst otherwise arbitrary 
C# code. At the same time, the design of PINQ’s analysis 
language and its careful implementation provide formal 
guarantees of differential privacy for any and all uses of the 
platform. PINQ’s guarantees require no trust placed in the 
expertise or diligence of the analysts, broadening the scope 
for design and deployment of privacy-preserving data analy-
ses, especially by privacy nonexperts.

1. INTRODUCTION
Vast quantities of individual information are currently col-
lected and analyzed by a broad spectrum of organizations. 
While these data clearly hold great potential for analysis, 
they are commonly collected under the premise of privacy. 
Careless disclosures can cause harm to the data’s subjects 
and jeopardize future access to such sensitive information.

This has led to substantial interest in data analysis 
techniques with guarantees of privacy for the underly-
ing records. Despite significant progress in the design of 
such algorithms, privacy results are subtle, numerous, and 
largely disparate. Myriad definitions, assumptions, and 
guarantees challenge even privacy experts to assess and 
adapt new techniques. Careful and diligent collaborations 
between nonexpert data analysts and data providers are all 
but impossible.

In an attempt to put much of the successful privacy 
research in the hands of privacy nonexperts, we designed 
 the Privacy Integrated Queries (PINQ) language and run-
time, in which all analyses are guaranteed to have one of 
the strongest unconditional privacy guarantees: differen-
tial privacy.5, 8 Differential privacy requires that computa-
tions be formally indistinguishable when run with and 
without any one record, almost as if each participant had 
opted out of the data set. PINQ comprises a declarative 
programming language in which all written statements 
provide differential privacy, and an execution environment 
whose implementation respects the formal requirements 
of  differential privacy.

Importantly, the privacy guarantees are provided by the 
platform itself; they require no privacy sophistication on the 
part of the platform’s users. This is unlike much prior pri-
vacy research which often relies heavily on expert design and 
analysis to create analyses, and expert evaluation to vet pro-
posed approaches. In such a mode, nonexpert analysts are 
unable to express themselves clearly or convincingly, and 

nonexpert providers are unable to verify or interpret their 
privacy guarantees. Here the platform itself serves as a com-
mon basis for trust, even for analysts and providers with no 
privacy expertise.

The advantage our approach has over prior platforms lies 
in differential privacy: its robust guarantees are compatible 
with many declarative operations and permit end-to-end 
analysis of arbitrary programs containing these operations. 
Its guarantees hold in the presence of arbitrary prior knowl-
edge and for arbitrary subsequent behavior,  simplifying the 
attack model and allowing realistic, incremental deploy-
ment. Its formal nature also enables unexpected new 
functionality, including grouping and joining records on 
sensitive attributes, the analysis of text and unstructured 
binary data, modular algorithm design (i.e., without whole-
program knowledge), and analyses which integrate multiple 
data sources from distinct and mutually distrustful data 
providers.

The main restriction of this approach is that analysts 
can only operate on the data from a distance: the opera-
tions are restricted to declarative transformations and 
aggregations; no source or derived records are returned to 
the analysts. This restriction is not entirely unfamiliar to 
many analysts, who are unable to personally inspect large 
volumes of data. Instead, they write computer programs to 
distill the data to manageable aggregates, on which they 
base further analyses. While the proposed platform intro-
duces a stricter boundary between analyst and data, it is 
not an entirely new one.

1.1. An overview of PINQ
We start by sketching the different aspects of PINQ that 
come together to provide a data analysis platform with dif-
ferential privacy guarantees. Each of these sections are then 
developed further in the remaining sections of the note, but 
the high level descriptions here should give a taste for the 
different facets of the project.
Mathematics of PINQ: The mathematical basis of PINQ, dif-
ferential privacy, requires any outcome of a computation 
over a set of records be almost as likely with and without any 
one of those records. Computations with this guarantee be-
have, from the point of view of each participant, as if their 
data were never used. It is currently one of the strongest of 
 privacy guarantees. The simplest example of a  differentially 
private computation is noisy counting: releasing of the num-
ber of records in a data set perturbed by symmetric exponen-

The original version of this paper is entitled “Privacy 
 Integrated Queries” and was published in the  Proceedings 
of SIGMOD 2009 .



MOTIVATION

“But academia already offers solutions such as Differential Privacy.”

What organisations are worried aboutTheoretical risk

the released coe�cients as a vector where the gradient of the logistic loss function, summed

over all pairs (xi, si), is 0
d.

In all these settings, the task of the attacker A is to solve a noisy system of linear

equations. To allow comparing results, we’ll normalize the matrix B so that entries lie in

[0, 1], and divide the result by n to obtain an answer in [0, 1].

Definition 4. A fractional linear query is specified by a vector b 2 [0, 1]n; the exact answer

is qb(s) = 1
n
b|s (which lies in [0, 1] as long as s is binary). An answer q̂b is ↵-accurate if

|q̂b � qb(s)|  ↵.

If a collection of fractional linear query statistics, given by the rows of a matrix B, is

answered to within some error ↵, we get the following problem:

Definition 5 (B-reconstruction problem). Given a matrix B and a vector q̂ = 1
n
Bs + e,

where kek1  ↵ and s 2 {0, 1}n, find ŝ with Ham(ŝ, s)  n

10 . The reconstruction error is

the fraction Ham(ŝ,s)
n

.

Understanding reconstruction attacks based on linear statistics thus boils down to un-

derstanding when the B-reconstruction problem can be solved, and how e�ciently. The

theory of noisy linear systems is deep and well-developed, with extensive connections to

numerical analysis, geometry, compressed sensing and the theory of streaming algorithms.

In the remainder of this section, we give a taste of how it applies to reconstruction.

2.2. An Exponential Attack

An important class of linear statistics are sums of subsets of the bits of s, which correspond

to matrices B with entries in with entires in {0, 1}. As a warm-up, consider what happens

when approximations to all possible subset sums are released, that is, when B has 2n rows,

one for every vector in {0, 1}n. Since the normalised subset sums lie in [0, 1], the accuracy

parameter must be less than 1
2 for the answers to convey any information at all about s (if

↵ � 1
2 , simply releasing 1

2 as the approximation to each normalised subset sum, regardless

of s, satisfies the accuracy requirement).

In this case, we can get nontrivial reconstruction attacks whenever the accuracy param-

eter ↵ goes to 0 (that is, when error in answer the queries is a vanishing fraction of the

queries’ maximum possible value).

Theorem 6 (Dinur & Nissim (2003)). When B 2 {0, 1}2
n⇥n has all possible rows in

{0, 1}n, there is an attack A that solves the B-reconstruction problem with reconstruction

error at most 4↵ (given ↵-accurate query answers), for every ↵ > 0. In particular, every

mechanism that releases such statistics is blatantly nonprivate when ↵ < 1/40.

Proof. This brute-force attack simply enumerates all vectors s̃ 2 {0, 1}n and picks one that

agrees, within ↵, with all entries of q̂, meaning
��q̂ � 1

n
Bs̃

��
1  ↵. We know such an s̃ exists

because s is a solution. Let us call it ŝ.

We now argue that Ham(ŝ,s)
n

 4↵. Let b0 = s, and let b1 denote the bit-wise complement

of s (that is, the n-bit vector with zeros in positions where s has ones, and ones where s has

zeros). Since ŝ agreed with q̂ in the position corresponding to b0, we have
��� hb0,ŝi

n
� q̂b0

���  ↵.

Since by assumption
��� hb0,si

n
� q̂b0

���  ↵, we have that s and ŝ disagree on at most 2↵n

locations in which s is zero. An analogous argument shows they disagree on at most 2↵n

locations in which s is one (based on their mutual agreement with q̂b1).
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Theorem 6 has important implications: there is no way to construct of a “noisy table”

that will permit highly accurate answers to be derived for computations that are not specied

at the outset, even if only a relatively small number of linear queries will ever be of interest.

Because we do not know in advance which queries will be of interest, the table must permit

the analyst to learn accurate answers to all queries. Theorem 6 tells us that any such table

providing answers to all 2n queries described in the theorem will succumb to a reconstruction

attack. As a result, when releasing information about sensitive data, we must make choices:

since no method can accurately and privately provide answers to everything, thought must

given to the use of the resource.

2.3. Attacks Requiring only Polynomially Many Queries

The attack of the previous section runs in exponential time, and requires a release of ex-

ponentially many statistics. What can we do when the number of released statistics and

the time available to the attacker are more limited? Before giving a general answer to this

question, we consider a few special cases.

Theorem 7 (Dwork & Yekhanin (2008)). There exists a matrix B 2 {0, 1}2n⇥n and

an attack A running in time O(n log n) that solves the B-reconstruction problem with re-

construction error at most 16↵2n when the answers are ↵-accurate. In particular, every

mechanism that releases such statistics is blatantly nonprivate when ↵ < 1
13

p
n
.

A similar result is known to hold when the entries of B are chosen uniformly at random,

though the number of rows must then be larger than n by a constant factor and the attack

takes longer (about the time required to multiply two n⇥n matrices), and even if a certain

constant number of responses have unbounded error (Dinur & Nissim 2003; Dwork et al.

2007). Furthermore, one can interpolate smoothly through Theorems 6 and 7. The following

slightly generalizes a result of Dinur & Nissim (2003):

Theorem 8. There exists an attack A such that, if B is chosen uniformly at random in

{0, 1}m⇥n and 1.1n  m  2n then, with high probability over the choice of B, A(B, q̂),

given any ↵-accurate answers q̂, solves B-reconstruction with error � = o(1) as long as

↵ = o
⇣q

log(m/n)
n

⌘
. In particular, there is a c > 0 such that every mechanism for answering

the queries in B with error ↵  c
p

log(m
n
)/n is blatantly nonprivate.

The constant 1.1 in the theorem is somewhat arbitrary. It su�ces that log(m/n) be

bounded below by a positive constant. We omit the proof of Theorem 8, though we outline

below a general connection to discrepancy theory on which the proof is based.

2.4. Reconstruction, Spectral Bounds and Discrepancy

Understanding linear reconstruction attacks boils down to understanding the geometric

properties of the query matrix B. We start by describing a very e�cient attack, due to

Dwork & Yekhanin (2008), which provides a proof of Theorem 7. The attack relies on

bounding the eigenvalues of B.

Proof of Theorem 7. Suppose for now that n = 2` is an integer power of 2. To simplify

computations, we allow the coe�cients of the query matrix to lie in {�1, 1}, instead of

{0, 1}. (One can always simulate a query with {�1, 1} coe�cients using two queries with

{0, 1} coe�cients, at the cost of doubling the allowed error ↵).

8 Dwork, Smith, Steinke, Ullman

Source: Dwork et al. 2016



MOTIVATION

“If these problems were all solved, will PETs become a plug-and-play technique?”

Privacy expert: We offer you strong 
privacy protection for your data 
product.

Client: Great. What’s the level of 
privacy?

Privacy expert: ! = 0.5

Client: …?

Client: But does it preserve my data 
utility?

Privacy expert: Yes. Average 
distortion is only 3.27.

Client: …?



QUESTIONS

“What are we required to do?”

• Understanding regulations is hard for businesses

• Unclear what legal terms translate into

• Even privacy expert community can’t provide answers

From a business 

perspective

Anonymity

Pseudonimity

Unlinkability
Singling out

Inference

Unobservability

?

?
?

Source: European Union Article 29 Data Protection Working Party Opinion on Anonymization



QUESTIONS

“What could we do?”

There’s no good overview what technologies are out there•
There’s no clear overview which PETs are fit for which use case•

From a business 
perspective

Differential Privacy

Suppression

Aggregation

Decentralisation

Homomorphic Encryption
PP Machine Learning

Synthe<c data



QUESTIONS

“What should we do?”

• There’s no good overview what technologies are out there

• No clear mapping from privacy harm to techniques to reduce the risk of a harm

• No best practice examples

• Few guidelines

From a business 
perspective

Source: European Union Article 29 Data Protection Working Party Opinion on Anonymization

Differential Privacy

Hashing

LinkageSingling out Inference

Aggregation

?

Decentralisation

Suppression

? ?

? ? ?

? ? ?

? ? ?

? ? ?



QUESTIONS

“What do we gain?”

• What is the transactional value of privacy?
• Businesses want to measure the value of privacy in $
• This requires clearer measures of risk and risk reduction

From a business 
perspecIve

Source: European Union Article 29 Data Protection Working Party Opinion on Anonymization

Theory Industry

L. Sweeney. k-anonymity: a model for protecting privacy. International Journal on Uncertainty,
Fuzziness and Knowledge-based Systems, 10 (5), 2002; 557-570.

Page 9

Race Birth Gender ZIP Problem
t1 Black 1965 m 0214* short breath
t2 Black 1965 m 0214* chest pain
t3 Black 1965 f 0213* hypertension
t4 Black 1965 f 0213* hypertension
t5 Black 1964 f 0213* obesity
t6 Black 1964 f 0213* chest pain
t7 White 1964 m 0213* chest pain
t8 White 1964 m 0213* obesity
t9 White 1964 m 0213* short breath
t10 White 1967 m 0213* chest pain
t11 White 1967 m 0213* chest pain

Figure 2 Example of k-anonymity, where k=2 and QI={Race, Birth, Gender, ZIP}

Example 3. Table adhering to k-anonymity
Figure 2 provides an example of a table T that adheres to k-anonymity. The
quasi-identifier for the table is QIT= {Race, Birth, Gender, ZIP} and k=2.
Therefore, for each of the tuples contained in the table T, the values of the
tuple that comprise the quasi-identifier appear at least twice in T. That is, for
each sequence of values in T[QIT] there are at least 2 occurrences of those
values in T[QIT]. In particular, t1[QIT] = t2[QIT], t3[QIT] = t4[QIT], t5[QIT] =
t6[QIT], t7[QIT] = t8[QIT] = t9[QIT], and t10[QIT] = t11[QIT].

Lemma.
Let RT(A1,...,An) be a table, QIRT =(Ai,…, Aj) be the quasi-identifier associated
with RT, Ai,…,Aj ⊆ A1,…,An, and RT satisfy k-anonymity. Then, each
sequence of values in RT[Ax] appears with at least k occurrences in RT[QIRT]
for x=i,…,j.

Example 4. k occurrences of each value under k-anonymity
Table T in Figure 2 adheres to k-anonymity, where QIT= {Race, Birth,
Gender, ZIP} and k=2. Therefore, each value that appears in a value
associated with an attribute of QI in T appears at least k times. |T[Race
="black"]| = 6. |T[Race ="white"]| = 5. |T[Birth ="1964"]| = 5. |T[Birth
="1965"]| = 4. |T[Birth ="1967"]| = 2. |T[Gender ="m"]| = 6. |T[Gender ="f"]|
= 5. |T[ZIP ="0213*"]| = 9. And, |T[ZIP ="0214*"]| = 2.

It can be trivially proven that if the released data RT satisfies k-anonymity with
respect to the quasi-identifier QIPT, then the combination of the released data RT
and the external sources on which QIPT was based, cannot link on QIPT or a subset
of its attributes to match fewer than k individuals. This property holds provided
that all attributes in the released table RT which are externally available in
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conformant with the standard, a ‘c’ denotes parameters conformant with the standard, and an ‘r’
denotes parameters explicitly recommended in the standard.

Note that ANSI X9.62 has been updated. The set of recommended parameters in the updated
ANSI X9.62 [X9.62] is a subset of the set of recommended parameters in this document.

2.2 Recommended 192-bit Elliptic Curve Domain Parameters over Fp

This section specifies the two recommended 192-bit elliptic curve domain parameters over Fp in
this document: parameters secp192k1 associated with a Koblitz curve, and verifiably random
parameters secp192r1.

Section 2.2.1 specifies the elliptic curve domain parameters secp192k1, and Section 2.2.2 specifies
the elliptic curve domain parameters secp192r1.

2.2.1 Recommended Parameters secp192k1

The elliptic curve domain parameters over Fp associated with a Koblitz curve secp192k1 are
specified by the sextuple T = (p, a, b, G, n, h) where the finite field Fp is defined by:

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFEE37

= 2192 � 232 � 212 � 28 � 27 � 26 � 23 � 1

The curve E: y2 = x3 + ax + b over Fp is defined by:

a = 00000000 00000000 00000000 00000000 00000000 00000000

b = 00000000 00000000 00000000 00000000 00000000 00000003

The base point G in compressed form is:

G = 03 DB4FF10E C057E9AE 26B07D02 80B7F434 1DA5D1B1 EAE06C7D

and in uncompressed form is:

G = 04 DB4FF10E C057E9AE 26B07D02 80B7F434 1DA5D1B1 EAE06C7D

9B2F2F6D 9C5628A7 844163D0 15BE8634 4082AA88 D95E2F9D

Finally the order n of G and the cofactor are:

n = FFFFFFFF FFFFFFFF FFFFFFFE 26F2FC17 0F69466A 74DEFD8D

h = 01

2.2.2 Recommended Parameters secp192r1

The verifiably random elliptic curve domain parameters over Fp secp192r1 are specified by the
sextuple T = (p, a, b, G, n, h) where the finite field Fp is defined by:
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QUESTIONS

“What do we lose?”

• Businesses want an easy answer to the question: “Will this impact my analytics results too much?”

• Need a clearer and use case specific way of measuring data utility 

From a business 

perspective

Source: Balle and Wang, 2018, Neel et al. 2018, Johnson et al. 2017, SFR37/2017, FFT Education Datalab

Experiments Industry

(a) Linear (ridge) regression,
vs theory approach.

(b) Regularized logistic regression,
vs theory approach.

(c) Linear (ridge) regression,
vsDoublingMethod.

(d) Regularized logistic regression,
vsDoublingMethod.

Figure 1: Ex-post privacy loss. (1a) and (1c), left, represent ridge regression on the Twitter dataset,
where Noise Reduction and DoublingMethod both use Covariance Perturbation. (1b) and (1d),
right, represent logistic regression on the KDD-99 Cup dataset, where both Noise Reduction and
DoublingMethod use Output Perturbation. The top plots compare Noise Reduction to the “theory
approach”: running the algorithm once using the value of " that guarantees the desired expected
error via a utility theorem. The bottom compares to the DoublingMethod baseline. Note the
top plots are generous to the theory approach: the theory curves promise only expected error,
whereas Noise Reduction promises a high probability guarantee. Each point is an average of 80
trials (Twitter dataset) or 40 trials (KDD-99 dataset).
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Schools, pupils and their characteristics: 
January 2017 

SFR 28/2017, 29 June 2017 
 

There are 110,000 more pupils in the school system than in January 2016 

 

 

Between January 2016 and January 2017 the 
number of pupils across all school types rose by 
110,000. 

Although most of this increase was still in primary 
schools, with 74,500 more pupils in January 
2017 than in 2016, a greater increase was also 
seen in secondary schools than in recent years. 
Numbers increased 29,700 between 2017 and 
2016 (compared to an 8,700 increase between 
2015 and 2016). In addition there are 4,400 more 
pupils in special schools. 

The proportion of pupils eligible for and claiming free school meals continues to drop. 

 

 

In January 2017, for all schools types, 14.0% of 
pupils were eligible for and claiming free schools 
meals. This is the lowest proportion since 2001, 
when the department began collecting pupil level 
information. 

Entitlement to free school meals is detemined by 
the receipt of income-related benefits. As the 
number of benefit claimants decreases, the 
proportion of pupils eligible for free school meals 
also falls. 

The proportion of infant pupils in large classes has fallen for the second year. 

 

 

5.4% of infant pupils are in classes of more than 
30 pupils. This has decreased for the second 
year and is 0.8 percentage points lower than the 
peak of 2015. However, it remains higher than 
the proportion in 2013 (4.6%). 

Of infants in classes with more than 30 pupils, 
the vast majority (95.7%) are in classes with 31 
or 32 pupils. 

 

 

 

Special educational needs in England: 
January 2017 

SFR 37/2017, 27 July 2017 
 

The percentage of pupils with special educational needs remains at 14.4%… 

 

 

The number of pupils with special 
educational needs (SEN) has 
increased from 1,228,785 in 
January 2016 to 1,244,255 in 
January 2017.  While this is the 
first annual increase since 2010, 
the percentage of pupils with 
special educational needs remains 
stable at 14.4%. 

 

…and the percentage of pupils with a statement or EHC plan remains at 2.8% 

 

 

242,185 pupils have a statement of 
SEN or an Education, Health and Care 
(EHC) plan. This is an increase of 
5,380 since January 2016, but remains 
equal to 2.8% of the total pupil 
population.  

A further 1,002,070 pupils are on SEN 
support. This is equal to 11.6% of the 
total pupil population and remains 
unchanged since January 2016. 

The most common primary types of needs have remained the same from 2016… 

 

 

 

 

 

 

25.2% of pupils on SEN support have Moderate 
Learning Difficulty as a primary type of need in 
January 2017. 

26.9% of pupils with a statement or EHC plan  
have Autistic Spectrum Disorder as a primary 
type of need in January 2017. 

11.6%

85.6%

Statement or EHC plan SEN support No SEN

Moderate 
Learning 
Difficulty 
(25.2%) 

Primary type of need for pupils with a 
statement or EHC plan 

Autistic 
Spectrum 
Disorder 
(26.9%) 

Primary type of need for pupils on 
SEN support 

The number of school-age children living in central Birmingham 

has increased, with the FSM eligibility rate falling at the same 

time.



“Can you give an example of a business facing these challenges?”

PART II



EXAMPLE

“What is the data we have.”

• Data: mobile phone location traces and customers’ demographic data such as age, gender, home location
• Value of the data: movement patterns of different demographic groups

IMSI Location Datetime

0001 Regents Park Mon, 09:37am

0001 UCL Mon, 09:51am

0002 Hyde Park Mon, 09:31am

0001 Waterloo Mon, 11:06am

0002 UCL Mon, 09:46am

IMSI Age Gender Home location

0001 45-50 Female Battersea

0002 30-35 Male Peckham

0003 20-25 Male Bethnal Green

0004 30-35 Female Peckham

0005 40-45 Female Islington



EXAMPLE

“What we are worried about.”

UNICITY:

Quantifies the average risk of re-identification
of a dataset knowing p points

Not a privacy guarantee but a risk measure

Credit: Yves-Alexandre de Montjoye, Source: Montjoye et al. 2013

• DeMontjoye et al. 2013 studied mobile phone 
traces of 1.5M users in a European country over 
15 months

• Showed that knowing 4 spatiotemporal points is 
enough to uniquely identify the location trace of 
95% of the individuals



EXAMPLE

“What we plan to do.”

• Aggregate data by user defined 
spatial areas and time windows

• Publish aggregate statistics only 
such as counts of people in certain 
regions grouped by origin and 
destination

• Suppress small counts to protect 
individuals

getOrigin(8) at [UCL, Mon, 09:45am – 10am]

From Hyde Park: -From Regents Park: 7



EXAMPLE

“What should we do?”

• Raw aggregates are still vulnerable to differencing attacks

Region R
Count: 75

20

16

-

30

08:00 – 10:22

Region R
Count: 76

21

16

-

30

08:00 – 10:24

“Alice entered region R at 10:23” – Query 2



EXAMPLE

“What could we do?”

• Differential Privacy to the rescue: Seems to be 
a good fit for noise addition

• Benefits of using Differential Privacy
• Formal privacy guarantee

• Quantifiable privacy loss

• Quantifiable accuracy loss

• Future proof

ORIGIN COUNT !"#$ NOISY COUNT !"#$ + &
Small noise Medium noise Large noise

Hide Park 0 3 13 28

Regents Park 111 108 97 83

Battersea Park 608 605 594 580

! = !"#$ + &



EXAMPLE

“What do we gain?”

• Accuracy loss through noise addition needs to be justified by high risk

• The probability of these attacks happening in the real world hard to measure

• Hard to compare the protection from classical statistical disclosure control to the Differential 
Privacy guarantee and demonstrate the “gain in privacy”

the released coe�cients as a vector where the gradient of the logistic loss function, summed

over all pairs (xi, si), is 0
d.

In all these settings, the task of the attacker A is to solve a noisy system of linear

equations. To allow comparing results, we’ll normalize the matrix B so that entries lie in

[0, 1], and divide the result by n to obtain an answer in [0, 1].

Definition 4. A fractional linear query is specified by a vector b 2 [0, 1]n; the exact answer

is qb(s) = 1
n
b|s (which lies in [0, 1] as long as s is binary). An answer q̂b is ↵-accurate if

|q̂b � qb(s)|  ↵.

If a collection of fractional linear query statistics, given by the rows of a matrix B, is

answered to within some error ↵, we get the following problem:

Definition 5 (B-reconstruction problem). Given a matrix B and a vector q̂ = 1
n
Bs + e,

where kek1  ↵ and s 2 {0, 1}n, find ŝ with Ham(ŝ, s)  n

10 . The reconstruction error is

the fraction Ham(ŝ,s)
n

.

Understanding reconstruction attacks based on linear statistics thus boils down to un-

derstanding when the B-reconstruction problem can be solved, and how e�ciently. The

theory of noisy linear systems is deep and well-developed, with extensive connections to

numerical analysis, geometry, compressed sensing and the theory of streaming algorithms.

In the remainder of this section, we give a taste of how it applies to reconstruction.

2.2. An Exponential Attack

An important class of linear statistics are sums of subsets of the bits of s, which correspond

to matrices B with entries in with entires in {0, 1}. As a warm-up, consider what happens

when approximations to all possible subset sums are released, that is, when B has 2n rows,

one for every vector in {0, 1}n. Since the normalised subset sums lie in [0, 1], the accuracy

parameter must be less than 1
2 for the answers to convey any information at all about s (if

↵ � 1
2 , simply releasing 1

2 as the approximation to each normalised subset sum, regardless

of s, satisfies the accuracy requirement).

In this case, we can get nontrivial reconstruction attacks whenever the accuracy param-

eter ↵ goes to 0 (that is, when error in answer the queries is a vanishing fraction of the

queries’ maximum possible value).

Theorem 6 (Dinur & Nissim (2003)). When B 2 {0, 1}2
n⇥n has all possible rows in

{0, 1}n, there is an attack A that solves the B-reconstruction problem with reconstruction

error at most 4↵ (given ↵-accurate query answers), for every ↵ > 0. In particular, every

mechanism that releases such statistics is blatantly nonprivate when ↵ < 1/40.

Proof. This brute-force attack simply enumerates all vectors s̃ 2 {0, 1}n and picks one that

agrees, within ↵, with all entries of q̂, meaning
��q̂ � 1

n
Bs̃

��
1  ↵. We know such an s̃ exists

because s is a solution. Let us call it ŝ.

We now argue that Ham(ŝ,s)
n

 4↵. Let b0 = s, and let b1 denote the bit-wise complement

of s (that is, the n-bit vector with zeros in positions where s has ones, and ones where s has

zeros). Since ŝ agreed with q̂ in the position corresponding to b0, we have
��� hb0,ŝi

n
� q̂b0

���  ↵.

Since by assumption
��� hb0,si

n
� q̂b0

���  ↵, we have that s and ŝ disagree on at most 2↵n

locations in which s is zero. An analogous argument shows they disagree on at most 2↵n

locations in which s is one (based on their mutual agreement with q̂b1).
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Theorem 6 (Dinur & Nissim (2003)). When B 2 {0, 1}2
n⇥n has all possible rows in

{0, 1}n, there is an attack A that solves the B-reconstruction problem with reconstruction

error at most 4↵ (given ↵-accurate query answers), for every ↵ > 0. In particular, every

mechanism that releases such statistics is blatantly nonprivate when ↵ < 1/40.

Proof. This brute-force attack simply enumerates all vectors s̃ 2 {0, 1}n and picks one that

agrees, within ↵, with all entries of q̂, meaning
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1  ↵. We know such an s̃ exists
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Theorem 6 has important implications: there is no way to construct of a “noisy table”

that will permit highly accurate answers to be derived for computations that are not specied

at the outset, even if only a relatively small number of linear queries will ever be of interest.

Because we do not know in advance which queries will be of interest, the table must permit

the analyst to learn accurate answers to all queries. Theorem 6 tells us that any such table

providing answers to all 2n queries described in the theorem will succumb to a reconstruction

attack. As a result, when releasing information about sensitive data, we must make choices:

since no method can accurately and privately provide answers to everything, thought must

given to the use of the resource.

2.3. Attacks Requiring only Polynomially Many Queries

The attack of the previous section runs in exponential time, and requires a release of ex-

ponentially many statistics. What can we do when the number of released statistics and

the time available to the attacker are more limited? Before giving a general answer to this

question, we consider a few special cases.

Theorem 7 (Dwork & Yekhanin (2008)). There exists a matrix B 2 {0, 1}2n⇥n and

an attack A running in time O(n log n) that solves the B-reconstruction problem with re-

construction error at most 16↵2n when the answers are ↵-accurate. In particular, every

mechanism that releases such statistics is blatantly nonprivate when ↵ < 1
13

p
n
.

A similar result is known to hold when the entries of B are chosen uniformly at random,

though the number of rows must then be larger than n by a constant factor and the attack

takes longer (about the time required to multiply two n⇥n matrices), and even if a certain

constant number of responses have unbounded error (Dinur & Nissim 2003; Dwork et al.

2007). Furthermore, one can interpolate smoothly through Theorems 6 and 7. The following

slightly generalizes a result of Dinur & Nissim (2003):

Theorem 8. There exists an attack A such that, if B is chosen uniformly at random in

{0, 1}m⇥n and 1.1n  m  2n then, with high probability over the choice of B, A(B, q̂),

given any ↵-accurate answers q̂, solves B-reconstruction with error � = o(1) as long as

↵ = o
⇣q

log(m/n)
n

⌘
. In particular, there is a c > 0 such that every mechanism for answering

the queries in B with error ↵  c
p

log(m
n
)/n is blatantly nonprivate.

The constant 1.1 in the theorem is somewhat arbitrary. It su�ces that log(m/n) be

bounded below by a positive constant. We omit the proof of Theorem 8, though we outline

below a general connection to discrepancy theory on which the proof is based.

2.4. Reconstruction, Spectral Bounds and Discrepancy

Understanding linear reconstruction attacks boils down to understanding the geometric

properties of the query matrix B. We start by describing a very e�cient attack, due to

Dwork & Yekhanin (2008), which provides a proof of Theorem 7. The attack relies on

bounding the eigenvalues of B.

Proof of Theorem 7. Suppose for now that n = 2` is an integer power of 2. To simplify

computations, we allow the coe�cients of the query matrix to lie in {�1, 1}, instead of

{0, 1}. (One can always simulate a query with {�1, 1} coe�cients using two queries with

{0, 1} coe�cients, at the cost of doubling the allowed error ↵).

8 Dwork, Smith, Steinke, Ullman

?

Source: https://teachprivacy.com/the-funniest-hacker-stock-photos-4-0/



EXAMPLE

”What do we lose?”

• Accuracy ≠ utility: need for a use case specific utility measure
• Worried whether noise will wash out the signal and whether insights will be preserved
• Worried about consistency issues of noise addition that can lead to false conclusions and confusion 

of the data analyst
• Question about the “operating envelope” of Differential Privacy: Minimum sample size? Maximum 

number of statistics?

Will a breakdown into smaller subregions be 
consistent with the roll-up of the table?

NOISY
COUNT

4431

2341

PLACE TIME COUNT

UCL 08:05 4422

WATERLOO 08:05 2341

Will the temporal trend be preserved 
under noise addition?

What about insights about smaller groups?



EXAMPLE

”How do we do it?”

• How to evaluate the privacy-utility trade-off?
• How to set all implementation parameters?

?

?
Noise addition

How do we tune the noise to have optimal 
privacy-utility trade-off?

What should the query-rate limit be?

What should the minimum query set size be?

How do we communicate uncertainty?

!
! ?

Generalisation

What should the minimum temporal 
aggregation window be?

What should the minimum spatial aggregation 
area be?

Monitoring
.
.
.



“So how do we accelerate the adoption of PETs?”

PART III



ANSWERS

“What do we need to work on?”

• Tackle the specific technical challenges of PETs such as in Differential Privacy

• More work like Balle and Wang, Neel et al., Joseph et al., McSherry, Song et al. 

Source: Balle and Wang 2018, Neel et al. 2017, Joseph et al. 2018, Johnson et al. 2017, McSherry et al. 2014
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Local Differential Privacy for Evolving Data

Matthew Joseph∗ Aaron Roth† Jonathan Ullman‡ Bo Waggoner§

February 21, 2018

Abstract

There are now several large scale deployments of differential privacy used to track statistical
information about users. However, these systems periodically recollect the data and recompute
the statistics using algorithms designed for a single use and as a result do not provide meaningful
privacy guarantees over long time scales. Moreover, existing techniques to mitigate this effect
do not apply in the “local” model of differential privacy that these systems use.

In this paper, we introduce a new local differential privacy technique to maintain persistently
up-to-date statistics over time, with privacy guarantees scaling only with the number of changes
in the underlying distribution rather than the number of collection periods. The key ideas
include batching time into epochs—varying the epoch size allows us to trade off accuracy against
frequency of updates—and a protocol for users to “vote” to update out-of-date statistics while
losing very little privacy. We prove our main results for the setting where users hold a single
bit, redrawn at every time period, from a common (but changing) distribution; however, our
framework is quite general and we give an application to frequency and heavy-hitter estimation.

1 Introduction

After over a decade of research [12], differential privacy is moving from theory to practice, with
notable deployments by Google [15, 6], Apple [2], Microsoft [10], and the U.S. Census Bureau [1].
These deployments have revealed gaps between existing theory and the needs of practitioners. For
example, the bulk of the differential privacy literature has focused on the so-called central model,
in which user data is collected by a trusted aggregator who performs and publishes the results of
a differentially private computation [11]. However, Google, Apple, and Microsoft have chosen to
operate instead in the local model [15, 6, 2, 10], in which users individually randomize their data
on their own devices and send it to a potentially untrusted aggregator for analysis [18]. In addition,
the academic literature has largely focused on algorithms for performing one-time computations,
like computing many statistical quantities [7, 22, 16] or training a classifier [18, 9, 4]. Industrial
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ported in part by a grant from the DARPA Brandeis project.
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aggregation only if the eventual response is positive.
Count is implemented as per Theorem 1, returning 

the accurate count of the underlying data plus Laplace 
noise whose magnitude is specified by the analyst, if large 
enough. Example 2 depicts the implementation of Count.

Example 2. [Abbreviated] Implementation of Count.

PINQ includes other aggregations—including Sum, 
Average, and Median among others—each of which takes 
epsilon and a function converting each record to a double. 
To provide differential privacy, the resulting values are first 

clamped to the interval [−1, +1] before they are aggregated. 
This is important to ensure that a single record has only a 
limited impact on the aggregate, allowing a relatively small 
perturbation to provide differential privacy.

The implementations of these methods and the proofs 
of their privacy guarantees are largely prior work. Sum, like 
Count, is implemented via the addition of Laplace noise 
and is discussed in Dwork et al.8  Average and Median 
are implemented using the exponential mechanism  
of McSherry and Talwar,11 and output values in the range 
[−1, +1] with probabilities

Each downweights the probability of a possible output x by 
(the exponentiation of) the fewest modifications to the input 
A needed to make x the correct answer.

The accuracy of Average is roughly 2/� divided by the 
number of records in the data set. Median results in a value 
which partitions the input records into two sets whose sizes 
differ by roughly an additive 2/�; it need not be numerically 
close to the actual median.

3.2. Transformation operators
PINQ’s flexibility derives from its transformation operators, 
each of which results in a new PINQueryable wrapped 
around an updated data source. The associated PINQAgent 
is wired to forward requests on to the participating source 
data sets before accepting, scaling epsilon by the transfor-
mation’s stability constant.

Our implementations of many transformations are 
mostly a matter of constructing new PINQueryable and 
PINQAgent objects with the appropriate parameters. 
Some care is taken to restrict computations, as discussed in 
Section 3.4. Example 3 depicts the implementation of PINQ’s 
GroupBy. Most transformations require similarly simple pri-
vacy logic.

invoked is any computation performed; until this point 
the IQueryable only records the structure of the query 
and its data sources.

PINQ’s implementation centers on a PINQueryable<T> 
generic type, wrapped around an underlying 
IQueryable<T>. This type supports the same methods 
as an IQueryable, but with implementations ensuring 
that the appropriate privacy calculations are conducted 
before any execution is invoked. Each PINQueryable is 
comprised of a private member data set (an IQueryable), 
and a second new data type, a PINQAgent, responsible for 
accepting or rejecting requested increments to epsilon. 
Aggregations test the associated PINQAgent to confirm 
that the increment to epsilon is acceptable before they 
execute. Transformations result in new PINQueryable 
objects with a transformed data source and a new 
PINQAgent, containing transformation-appropriate logic 
to forward modified epsilon requests to the agents of its 
source PINQueryable data sets.

The PINQAgent interface has one method, 
Alert(epsilon), invoked before executing any differen-
tially private aggregation with the appropriate value of epsi-
lon, to confirm access. For PINQueryable objects wrapped 
around raw data sets, the PINQAgent is implemented by 
the data provider based on its privacy requirements, either 
from scratch or using one of several defaults (e.g., decre-
menting a per-analyst budget). For objects resulting from 
transformations of other PINQueryable data sets, PINQ 
constructs a PINQAgent which queries the PINQAgent 
objects of the transformation’s inputs with transformation-
appropriate scaled values of epsilon. These queries are be 
forwarded recursively, with appropriate values of epsilon, 
until all source data have been consulted. The process is 
sketched in Figure 3.

3.1. Aggregation operators
Each aggregation in PINQ takes epsilon as a param-
eter and provides �-differential privacy with respect to its 
immediate data source. The privacy implications may be 
far worse for the underlying data sets from which this data 
set derives, and it is important to confirm the appropriately 
scaled amount of differentially private access. Before execu-
tion, each aggregation invokes the Alert method of their 
associated PINQAgent with this  epsilon, conducting the 

Figure 3. PINQ control/data flow. An analyst initiates a request to 
a PINQ object, whose agent (A) confirms, recursively, differentially 
private access. Once approved by the providers’ agents, data  
(D) flows back through trusted code ensuring the appropriate level 
of differential privacy.

??
Policy

Policy

D

A

D

A

D

A

 double Count(double epsilon)
{
   if (epsilon > 0.0 && myagent.Alert(epsilon))
      return mysource.Count() + Laplace(1.0/epsilon);
   else
      throw new Exception(“Access is denied”);
}

Original database

Database metrics

Differentially 
private 
results

Elastic Sensitivity
Analysis

SQL
query

Smooth 
Sensitivity
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Noise

Query results (sensitive)

Privacy budget (ε,ᶖ)
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enumeration

Figure 2: Architecture of FLEX.

Data changing over time

Calculate query sensitivity from a relational database



ANSWERS

“What do we need to work on?”

• Develop new techniques for new data use cases

• More work like McMahan et al. 2017, DP team at Apple 2018

Source: Google AI Blog, Apple Machine Learning Journal



ANSWERS

“What do we need to work on?”

• Quantify disclosure risk
• Find the right definitions of privacy
• More work like DeMontoye et al., Papernot et al.
• More engagement with customers and business: What are businesses worried about? What do 

people consider as a privacy breach? What are there privacy expectations?

UNICITY:

Source: cleverhans-blog by Goodfellow and Papernot, DeMontjoye et al. 2013, The New Yorker



ANSWERS

“What do we need to work on?”

• Demonstrate the practicality of attacks

• Show that theoretical attacks need to be considered as a real threat

Practice Brief Report

A Review of Statistical Disclosure Control Techniques
Employed by Web-Based Data Query Systems
Gregory J. Matthews, PhD; Ofer Harel, PhD; Robert H. Aseltine Jr, PhD

ABSTRACT
We systematically reviewed the statistical disclosure control techniques employed for releasing aggregate data in Web-
based data query systems listed in the National Association for Public Health Statistics and Information Systems (NAPHSIS).
Each Web-based data query system was examined to see whether (1) it employed any type of cell suppression, (2) it used
secondary cell suppression, and (3) suppressed cell counts could be calculated. No more than 30 minutes was spent on
each system. Of the 35 systems reviewed, no suppression was observed in more than half (n = 18); observed counts below
the threshold were observed in 2 sites; and suppressed values were recoverable in 9 sites. Six sites effectively suppressed
small counts. This inquiry has revealed substantial weaknesses in the protective measures used in data query systems
containing sensitive public health data. Many systems utilized no disclosure control whatsoever, and the vast majority of
those that did deployed it inconsistently or inadequately.

KEY WORDS: confidentiality, privacy, public health, vital statistics

Interactive Web-based data query systems
(WDQS) are commonly used by state public
health authorities to provide vital statistics and

health surveillance data for use by researchers and
policy makers. According to a recent survey of state
coordinators for the Centers for Disease Control
and Prevention’s Behavioral Risk Factor Surveillance
System (BRFSS), a majority of US states currently
host public health–relevant data query systems.1
Such systems typically provide aggregate informa-
tion to users in response to predefined, and in some
cases customized, queries. Although query results
are deidentified and presented only in aggregate
form, care must be taken to prevent individuals
from being reidentified. Reidentification may occur
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when individuals have rare conditions, attributes, or
configurations of attributes or when ancillary infor-
mation, such as publicly available voter lists or death
registries, can be linked to files containing sensitive
information. Best practices for statistical disclosure
control are well established and widely referenced.2-5

Typically, privacy protection is accomplished using
primary and secondary, or complementary, suppres-
sion strategies, where data that do not meet certain
quantitative thresholds (eg, cell sizes < 5, or marginal
totals from which small cell counts can be derived)
are suppressed.6 (Primary suppression is the direct
suppression of cells with small counts, whereas sec-
ondary suppression suppresses additional cells that
do not have small counts themselves but that need to
be suppressed to protect the values in the primarily
suppressed cells.)

Despite the well-established guidelines for privacy
protection and statistical disclosure control related to
WDQS,2 there has not been a systematic review of
what public health data systems are currently doing to
protect the privacy of individuals whose information
they maintain, nor has the adequacy of the privacy
protections adopted in these systems been examined.
In this brief, we present an overview of the privacy
protections used by public health WDQS. We focus
on 3 related questions: (1) What approaches to pri-
vacy protection have states taken in presenting health
data through WDQS? (2) How well do these systems
adhere to the strategies they have selected? (3) Are

Copyright © 2017 Wolters Kluwer Health, Inc. Unauthorized reproduction of this article is prohibited.
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Theorem 6 has important implications: there is no way to construct of a “noisy table”

that will permit highly accurate answers to be derived for computations that are not specied

at the outset, even if only a relatively small number of linear queries will ever be of interest.

Because we do not know in advance which queries will be of interest, the table must permit

the analyst to learn accurate answers to all queries. Theorem 6 tells us that any such table

providing answers to all 2n queries described in the theorem will succumb to a reconstruction

attack. As a result, when releasing information about sensitive data, we must make choices:

since no method can accurately and privately provide answers to everything, thought must

given to the use of the resource.

2.3. Attacks Requiring only Polynomially Many Queries

The attack of the previous section runs in exponential time, and requires a release of ex-

ponentially many statistics. What can we do when the number of released statistics and

the time available to the attacker are more limited? Before giving a general answer to this

question, we consider a few special cases.

Theorem 7 (Dwork & Yekhanin (2008)). There exists a matrix B 2 {0, 1}2n⇥n and

an attack A running in time O(n log n) that solves the B-reconstruction problem with re-

construction error at most 16↵2n when the answers are ↵-accurate. In particular, every

mechanism that releases such statistics is blatantly nonprivate when ↵ < 1
13

p
n
.

A similar result is known to hold when the entries of B are chosen uniformly at random,

though the number of rows must then be larger than n by a constant factor and the attack

takes longer (about the time required to multiply two n⇥n matrices), and even if a certain

constant number of responses have unbounded error (Dinur & Nissim 2003; Dwork et al.

2007). Furthermore, one can interpolate smoothly through Theorems 6 and 7. The following

slightly generalizes a result of Dinur & Nissim (2003):

Theorem 8. There exists an attack A such that, if B is chosen uniformly at random in

{0, 1}m⇥n and 1.1n  m  2n then, with high probability over the choice of B, A(B, q̂),

given any ↵-accurate answers q̂, solves B-reconstruction with error � = o(1) as long as

↵ = o
⇣q

log(m/n)
n

⌘
. In particular, there is a c > 0 such that every mechanism for answering

the queries in B with error ↵  c
p

log(m
n
)/n is blatantly nonprivate.

The constant 1.1 in the theorem is somewhat arbitrary. It su�ces that log(m/n) be

bounded below by a positive constant. We omit the proof of Theorem 8, though we outline

below a general connection to discrepancy theory on which the proof is based.

2.4. Reconstruction, Spectral Bounds and Discrepancy

Understanding linear reconstruction attacks boils down to understanding the geometric

properties of the query matrix B. We start by describing a very e�cient attack, due to

Dwork & Yekhanin (2008), which provides a proof of Theorem 7. The attack relies on

bounding the eigenvalues of B.

Proof of Theorem 7. Suppose for now that n = 2` is an integer power of 2. To simplify

computations, we allow the coe�cients of the query matrix to lie in {�1, 1}, instead of

{0, 1}. (One can always simulate a query with {�1, 1} coe�cients using two queries with

{0, 1} coe�cients, at the cost of doubling the allowed error ↵).

8 Dwork, Smith, Steinke, Ullman



ANSWERS

“What do we need to work on?”

• Easier to interpret utility measures
• Tailor utility measures to use case
• More collaboration with industry partners who have specific data use cases

 

 

 

Special educational needs in England: 
January 2017 

SFR 37/2017, 27 July 2017 
 

The percentage of pupils with special educational needs remains at 14.4%… 

 

 

The number of pupils with special 
educational needs (SEN) has 
increased from 1,228,785 in 
January 2016 to 1,244,255 in 
January 2017.  While this is the 
first annual increase since 2010, 
the percentage of pupils with 
special educational needs remains 
stable at 14.4%. 

 

…and the percentage of pupils with a statement or EHC plan remains at 2.8% 

 

 

242,185 pupils have a statement of 
SEN or an Education, Health and Care 
(EHC) plan. This is an increase of 
5,380 since January 2016, but remains 
equal to 2.8% of the total pupil 
population.  

A further 1,002,070 pupils are on SEN 
support. This is equal to 11.6% of the 
total pupil population and remains 
unchanged since January 2016. 

The most common primary types of needs have remained the same from 2016… 

 

 

 

 

 

 

25.2% of pupils on SEN support have Moderate 
Learning Difficulty as a primary type of need in 
January 2017. 

26.9% of pupils with a statement or EHC plan  
have Autistic Spectrum Disorder as a primary 
type of need in January 2017. 

11.6%

85.6%
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ANSWERS

“What do we need to work on?”

• Principled ways of setting epsilon
• Relating privacy parameters to regulations
• More collaborations between academics, lawyers, practitioners, users
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 Pupil Numbers (Tables 1a-e) 
There are a total of 8.67 million pupils in all schools in England. This is an increase of just under 110,000 
pupils, or 1.3%, since 2016. The total number of pupils has grown every year since 2009 and there are now 
577,000 more pupils in schools than at that point. 
 
The number of pupils in state funded primary schools rose – as it has since 2009 – although at a slower rate 
than in recent years. There are 74,500 more pupils than in 2016, and 179,500 more since the 2015 census. 
 
The number of pupils in state funded secondary schools rose for the third year in a row. As the increased 
number of primary pupils since 2010 start to move into secondary schools, we expect to see the number of 
secondary pupils continue to increase in the coming years.  
 
 
Table A: School population: primary, secondary and all pupils: 
Schools in England, 2006-2017 
Year State funded 

primary schools 
State funded 
secondary 
schools 

All schools types 
(including independent 
schools) 

2006 4,150,595 3,347,500 8,231,055 
2007 4,110,750 3,325,625 8,167,715 
2008 4,090,400 3,294,575 8,121,955 
2009 4,077,350 3,278,130 8,092,280 
2010 4,096,580 3,278,485 8,098,360 
2011 4,137,755 3,262,635 8,123,865 
2012 4,217,000 3,234,875 8,178,200 
2013 4,309,580 3,210,120 8,249,810 
2014 4,416,710 3,181,360 8,331,385 
2015 4,510,310 3,184,730 8,438,145 
2016 4,615,170 3,193,420 8,559,540 
2017 4,689,660 3,223,090 8,669,085 

Source: school census 

 

 School Numbers (Tables 2a-2f) 

Between January 2016 and January 2017 there was a net increase of 8 state funded primary schools and 7 
state funded secondary schools. However, the total number of schools has decreased by 7 to 24,281 
because there has been a decline in the number of nursery schools (4 fewer than in 2016), special schools 
(2 fewer), pupil referral units (2 fewer) and independent schools (14 fewer). 

The decline in the number of schools overall, coupled with the increase in pupil numbers, means schools 
are on average larger. At primary level the average state-funded school now has 279 pupils on its roll, up 
from 275 pupils in January 2016. While there was a slight fall in the total number of primary pupils between 
2006 and 2009, the average size of primary schools has not decreased in any year since 2006, when it was 
237 pupils. Since 2009, the average size of primary schools has increased by 40 pupils, the equivalent of 
more than one extra class per school.  

Schools which teach both primary and secondary year groups are growing in number. In January 2016 
there were 141 such schools, but this figure has increased to 150 state-funded schools in January 2017. 
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ANSWERS

“What do we need to work on?”

• Highlight the advantages of PETs rather than only talking about the drawbacks

Source: cleverhans-blog by Ian Goodfellow and Nicolas Papernot



ANSWERS

“What do we need to work on?”

• Find stories and analogies to explain the hard concepts in data privacy

• More work like Nissim et al. 2017

Source: Nissim et al. 2017

Peter’s information, in order to provide privacy protection for them as well. We could continue
with this argument and remove the personal information of every single surveyed individual in
order to satisfy their individual opt-out scenarios. However, in doing so, we would have to conclude
that the analysis cannot rely on any person’s information, and hence it would be useless.

To avoid this dilemma, di↵erential privacy requires only that the output of the analysis remain
approximately the same, whether John participates in the survey or not. That is, di↵erential
privacy permits a slight deviation between the output of the real-world analysis and that of each
individual’s opt-out scenario.

A parameter quantifies and limits the extent of the deviation between the opt-out and real-
world scenarios. As shown in Figure 3 below, this parameter is usually denoted by the Greek
letter ✏ (epsilon) and referred to as the privacy parameter, or, more accurately, the privacy loss
parameter.8 The parameter ✏ measures the e↵ect of each individual’s information on the output of
the analysis. It can also be viewed as a measure of the additional privacy risk an individual could
incur beyond the risk incurred in the opt-out scenario. Note that in Figure 3 we have replaced
John with a prototypical individual X to emphasize that the di↵erential privacy guarantee is made
simultaneously to all individuals in the sample, not just John.

input

analysis/
computation

output

input
without
X’s
data

analysis/
computation

output

real-world
computation

X’s opt-out
scenario

“di↵erence” at most ✏

Figure 3: Di↵erential privacy. The maximum deviation between the opt-out scenario and real-
world computation should hold simultaneously for each individual X whose information is included
in the input.

8In some implementations of di↵erential privacy, a second parameter denoted by the Greek letter � (delta) is also
used. The parameter � controls the probability that a privacy breach event would happen, and hence should be kept
very small (e.g., one in a billion). To simplify the presentation here, we will assume that � is set to zero.
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following event:
E : the outcome of the analysis is between 0.1 and 0.2.

Consider an analysis on some input data, for which event E would occur with some probability
p. For an analysis on the input data excluding John’s data, event E may occur with probability p

0.
The guarantee of di↵erential privacy is that these two probabilities, p and p

0, are almost the same,
i.e., the probability of the event E is similar whether John’s data is included or excluded. More
precisely we have that p  (1 + ✏) · p0. For instance, if the value of the privacy loss parameter ✏ is
0.01 then 1 + ✏ = 1.01 and we get

p  1.01 · p0

and, similarly,
p
0  1.01 · p.

In other words, if it happens to be that p0 = 0.1, then we find that p is between 0.1/1.01 ⇡ 0.099
and 0.1 · 1.01 = 0.101. (Note: this analysis is simplified and is accurate only for small values of ✏.)

Di↵erential privacy guarantees this bound on the ratios p/p0 and p
0
/p not only for event E but

for every event defined over the outcome of the analysis. Moreover, the privacy guarantee is made
not only for John’s opt-out scenario, but simultaneously for the opt-out scenario of every individual
whose information is used in the analysis.

This next example illustrates these concepts in the context of a real-world scenario.

John is concerned that a potential health insurance provider will deny him coverage
in the future, if it learns certain information about his health, such as his HIV-
positive status, from a medical research database that health insurance providers
can access via a di↵erentially private mechanism. If the insurer bases its coverage
decision with respect to John in part on information it learns via this mechanism,
then its decision corresponds to an event defined over the outcome of a di↵erentially
private analysis.

For example, the insurer may believe (correctly or incorrectly) that John’s HIV
status is correlated with the outcome of an analysis estimating the fraction of
residents in John’s town who visited the hospital in the past month. The insurer
may also believe (correctly or incorrectly) that John is most likely to be HIV-
positive if the outcome of this analysis is a number between 0.1 and 0.2. In this
case, the insurer may decide (justifiably or unjustifiably) to deny John’s coverage
when the following event occurs:

E : the outcome of the statistical analysis is between 0.1 and 0.2.

To understand the e↵ect of the privacy loss parameter in this scenario, it is not
necessary for us to know how the insurer reached its decision. In fact, the insurer’s
decision may depend on multiple factors, including information it already knows
about John. It is su�cient to consider that the insurer’s decision corresponds to
some event over the output of the analysis. If that is the case, it is guaranteed
that the probability of John being denied coverage, based on the inclusion of
information about him in the analysis, will not increase by a factor of more than
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ACTIONS

“So, what do I do now?!”

• Aim to make privacy-technologies manageable for non-experts

• Translate abstract parameters into more interpretable ones

• Find stories to explain hard concepts in data privacy

• Talk to individuals about their expectations of privacy

• Talk to lawyers and regulators to learn their language and share 
your expertise with them

• Watch out for the synergies between privacy and utility


