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High-Precision Use Cases



Iridium 33 and Kosmos-2251 Satellite Collision

➢ Collision - 2009 

➢ 11,700 m/s

➢ 789 km above Syberia 

➢ More than 2000 debris 

➢ ISS special maneuvers
 



High-Precision Privacy-Preserving Compute

● Predicting collisions of satellites

● Satellite trajectories are private

● Satellite operators nonetheless 
perform conjunction analysis

● Need to evaluate non-linear 
functions with high numerical 
precision





Secure Multiparty Computation



Secret Shared Data



Reveal Secret Shared Data 



Multiplications



Multiplications



Multiplications
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Beaver Multiplication



Beaver Multiplication



Beaver Multiplication
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Arithmetic with Real Numbers



Computations with Real Numbers



Statistical Masking



Disadvantages of Real Arithmetic with 
Floating Point Backend

➢ Large-depth arithmetic circuits require multi-precision floating-point 
numbers (masking sizes grow with depth)

➢ Computational security as opposed to information-theoretic security

➢ Memory overhead in both offline and online phases. 

➢ Matrix operations over multi-precision floating types may be expensive



Representing Real Numbers



Overflows and Underflows



Casting Between Classes and Arithmetic Operations

➢ One of the same real number can be represented with different 
parameters 
○ mantissa, exponent, numerical window

➢ Need methods to cast from one representation to another

➢ Casts are key for implementing addition and multiplication  



Fourier Approximation of Real-Valued Functions



Approximation of Non-Linear Functions



Deficiency of Polynomial Approximation



Chebyshev Polynomials and Polynomial Approximations



Naive Fourier Approximation



Privacy-Preserving Evaluation of Fourier Series



Rapidly Convergent Uniform Approximation





Logistic Regression - 1M x 50 - 3 Players



Methods for Compiling Privacy-Preserving Programs



Why a Compiler?

AUTOMATION AND STATIC ANALYSIS

➢ Computation requires auxiliary random masking data (offline phase)

➢ Random data generated from distributions with specific parameters

➢ ===>  need for static analysis of distributions (statistical calculator) 
(compile time)

➢ Optimizations (memory/communication)
 

CONSTRUCTS SPECIFIC TO MPC 

➢ Type checking, ANF, SSA (standard phases of compilation)

➢ Inline function definitions

➢ Unroll for loops with bounded number of iterations



Linear Regression - Source

def solve(A: Matrix, b: Vector): Vector {
 var nrows: Int = xor.rows(A);
 var ncols: Int = xor.cols(A);

 var P: Matrix = xor.orthrand(nrows, ncols, -6);
 var Q: Matrix = xor.orthrand(nrows, ncols, -6);

 var PAQ: Matrix = P * A * Q;
 var Pb: Vector = P * b;

 xor.reveal(PAQ);
 xor.reveal(Pb);
 var r: Vector = xor.publicSolve(PAQ, Pb);
 return Q * r;
}

def linreg(y: Vector, X: Matrix): Vector {
 var A: Matrix = xor.transpose(X) * X;
 var b: Vector = xor.transpose(X) * y;
 return solve(A, b);
}

def main() {
 var X: Matrix = xor.input("X");
 var y: Vector = xor.input("y");
 var theta: Vector = linreg(y, X);
 xor.output(theta, "thetas");
}
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Linear Regression - Assembly
   :  ...
  6: CreateContainer(V6, FlMR<2,2,9,7,-43>);
  7: BeaverMod(PriV1, PriV1, V6, AW=(29,-20), BW=(29,-20), W=(9,-40), Pairing=4);
  8: CreateContainer(V8, FlMR<2,1,15,13,-37>);
  9: BeaverMod(PriV1, PriV3, V8, AW=(35,-20), BW=(35,-20), W=(15,-40), Pairing=4);
 10: {
 11:   CreateContainer(V11, FlMR<2,2,2,0,-6>);
 12:   RandomOrthogonalMatrix(V11);
 13:   CreateContainer(V13, FlMR<2,2,2,0,-6>);
 14:   RandomOrthogonalMatrix(V13);
 15:   CreateContainer(V15, FlMR<2,2,14,12,-38>);
 16:   BeaverMod(PriV11, PriV6, V15, AW=(52,-6), BW=(20,-38), W=(14,-44), Pairing=3);
 17:   CreateContainer(V17, FlMR<2,2,15,13,-37>);
 18:   BeaverMod(PriV15, PriV13, V17, AW=(21,-37), BW=(52,-6), W=(15,-43), Pairing=3);
 19:   CreateContainer(V19, FlMR<2,1,16,14,-36>);
 20:   BeaverMod(PriV11, PriV8, V19, AW=(52,-6), BW=(22,-36), W=(16,-42), Pairing=3);
 21:   Reveal(V17);
 22:   Reveal(V19);
 23:   CreateContainer(V23, FlMR<2,1,26,24,-26>);
 24:   PublicSolve(V17, V19, V23);
 25:   CreateContainer(V25, FlMR<2,1,27,25,-25>);
 26:   BeaverMod(PriV13, PubV23, V25, AW=(52,-6), BW=(33,-25), W=(27,-31), Pairing=3);
 27: }
   :  ... 49
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Compiling to Preserve Privacy - Beyond MPC
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MPC

FHE

FL

DP

PB

Fully homomorphic encryption

GC

Differential privacy

Privacy budget

Federated learning

Garbled circuits



Other Applications - Compiling FHE Programs 



Thank you! 


