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IPv4 
4.3 Billion Addresses

Not enough for every website 
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Questions
Can we improve privacy? 
Can we improve latency? 
Can we improve both??? 
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Meek-like 
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Where are we now?
ORIGIN implemented in Firefox 

CERTIFICATE being standardized by IETF 

DOH supported by Google DNS, 1.1.1.1 

eSNI about to be submitted to IETF



ORIGIN
Privacy improvement limited by shared certs 

Latency skip both DNS and HTTPS 

Security certificate compromise risk 



CERTIFICATE
Privacy hide any bean in any burrito 

Latency extends origin benefits to any cert 

Security exchange DNS for CT or OCSP stapling 



DOH
Privacy first hop improvement 

Latency depends on provider, TLS 1.3 

Security security against attacks, allows passive DNS 



eSNI
Privacy first domain privacy given dynamic IPs 

Latency depends on DoH for reliability 

Security risk of more MiTM 



Open Questions
How much privacy does this actually give people? 

Does this incentivize further consolidation? 

Does increased performance and privacy outweigh the 
legitimate need for external visibility?
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Fingerprinting 
Removing explicit signals does 

not protect you from passive ones
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necessary? 

Safety vs. Security
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